[Tpunoxenue N 2
NHOOPMALIMOHHAA ITAMATKA
JJIAA OBYYAIOIIUXCA I PASMEIIEHUSA
HA O®OULUNAJIBHBIX UTHTEPHET-PECYPCAX

C KaxIbIM TOAOM MOJOJIEKH B MHTEPHETE CTAaHOBUTHCA OOJIbIIE, a MIKOJbHUKH
OHM W3 CaMbIX AaKTHUBHBIX IoOJb30BaTenell PyHera. Mexny TeMm, HOMHMO
OTPOMHOIO KOJIMYECTBA BO3MOXKHOCTEH, WHTEpPHET HECET U MpoOJeMbl. ITa
namsiTKa JOJDKHA MOMOYb Te0e 6e301acHO HaXOUTHCS B CETH.
KommnbrotepHbie BUPYChI
KoMIbroTEpHBIE BUPYC - 3TO Pa3HOBHJIHOCTh KOMIBIOTEPHBIX IPOTPaMM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTH K Pa3MHOXKEHHIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEIUThH WM MOJHOCTHIO YHUYTOXHUTh
Bce (haiiyibl U JaHHBIE, TOJKOHTPOJIBHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTro Obliia
3amyllleHa 3apa)K€HHas mporpaMMa, a TakKe MOBPEIUTh WIH AK€ YHUUTOXKUTH
OIEpaIlMOHHYIO CUCTEMY CO BceMH (haiimamu B 1esoM. B OOJIBLIIMHCTBE CilydaeB
PacpoCTPaHAIOTCS BUPYChI UEPE3 UHTEPHET.
MeTonb! 3aUThl OT BPEIOHOCHBIX IPOIPAMM:
1. Wcnonp3yil COBpEeMEHHBIE OIEpallMOHHBIE CHUCTEMBl, HMEIOIIUE CEPbE3HBIN
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;
2. TloctosHHO ycTaHaBnuBail madtd (UUQPPOBBIE  3aIUIATKH, KOTOPbIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKM MPOrpamMMbl) U ApPYTHe
OOHOBJICHHSI CBOE€H omnepanMoHHOM cuctembl. CkayuBail HX TOJBKO C
opummanbHoro caira paszpadborunka OC. Eciaum CyliecTByeT  pekuMm
aBTOMATUYECKOTr0 OOHOBJIEHUS, BKIIIOUH €T0;
3. PabGoraii Ha cBOoeM KOMIIBIOTEpPE MOJ TMpaBaMH TIOJb30BaTeNd, a He
aJMUHUCTpATOpa. OTO HE IMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMm
WHCTAJJIUPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;
4. Hcnonb3yil  aHTUBHUPYCHBIE  MPOTPAMMHBIE  MPOAYKTHI  HU3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;
5. Orpanuupb pU3NUECKUM JOCTYH K KOMIBIOTEPY 7151 TOCTOPOHHUX JIMLL;
6. Ucnonp3yil BHENTHUE HOCUTENW WH(OpMAIMU, Takue Kak (Iemnika, JUCK WU
daiin u3 uHTEpPHETA, TOJIBKO U3 TPOBEPEHHBIX UCTOYHUKOB;
7. He oTkpbiBaii KOMIBbIOTEpHbIC (haijbl, TOJYyYCHHbIE W3 HEHAJACKHBIX
UCTOYHUKOB. Jlaxke Te (pailsbl, KOTOpbIE MpUcaan TBOM 3HAKOMBIH. Jlydiie yrouHu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.
Ceru WI-FI
Wi-Fi - 310 He BHI mepenauu JaHHBIX, HE TEXHOJIOTHsS, a BCEro JIUIIb OpEH],
mapka. Eme B 1991 rony HuaepiaHjckass KOMIIAHUSI 3aperucTpupoBajna OpeH]I
"WECA", uto o6o3navyasio cioBocouertanue "Wireless Fidelity", xoTopsiii
MEePEBOAUTCS Kak "OecpoBOAHAS TOYHOCTH'.
Jlo Hamero BpeMeHH JAoluIa Apyras a0OpeBuaTypa, KOTopas SBISETCS TaKOW Ke
TexHosoruen. 1o adbopeBuarypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM
Ha CTaHAApT BhICIICH 3BykoBoW TexHuku Hi-Fi, uto B mepeBoje o3Haudaer
"BBICOKAsi TOYHOCTB".



Jla, OecmiaTHBIA HWHTEPHET-IOCTYI B Kade, OTeNsIX W adporopTax SBISETCS
OTJIMYHOM BO3MOKHOCTBIO BbIXOJla B MHTEpHET. HO MHOrMe 3KcnepThl CUHUTAIOT,
gT0 obmeaoctynHbsie Wi-Fi ceTu He sBsitoTcs 6€30macHbIMU.

CoBeThl 110 6€30IaCHOCTH pabOTHI B 00IIEA0CTYHBIX ceTsax Wi-fi:

1. He nepenagaii cBoto auunHyto uHbopmaliuio yepe3 oomenoctynusie Wi-Fi certu.
PaboTast B HuUX, jKellaTeTbHO HE BBOJUTH MAPOJU JOCTYIA, JOTUHBI U KaKHE-TO
HOMEDA;

2. Ucnonb3y#t 1 OOHOBIISAN aHTUBUPYCHBIE MTPOrpaMMbl B OpaHaMayep. Tem caMbim
ThI 00€30MaCHUIITh Ce0sI OT 3aKaYKH BUPYyCa Ha TBOE YCTPOHCTBO;

3. IIpu ucnonwszoBanun Wi-Fi otkmoun @ynkumio "OOmmii goctym k ¢aiaam u
npuHTepam". JlanHas GyHKOHUS 3aKphiTa MO YMOJYAHUIO, OJHAKO HEKOTOPHIC
MOJIB30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBA MCIIOJIb30BaHUs B paboTe i yuebe;
4. He ucnonp3yii nyonuunsiid WI-FI nis nmepenaym JTUYHBIX [TaHHBIX, HAIPUMEP
JUTSI BBIXO/Ia B COLMATIbHBIE CETH UITU B DJIEKTPOHHYIO TIOUTY;

5. Ucnonb3yit TosibKO 3amuiieHHoe coequnenue uyepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-asipeca BBOAM UMEHHO "https://";

6. B wmoOunbHOM Tenedone ortkaoun ¢GyHknuoo Tloakmouenue k  Wi-Fi
aBromatudecku". He momyckail aBTOMaTH4YeCKOTrO MOIKIIOUEHUSI YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

CornuanbHbie ceTu

CornuanabHble CETH aKTUBHO BXOJST B HAIly JKW3HB, MHOTHE JIIOAW PabOTaIOT H
KUBYT TaM TOCTOsIHHO, a B Facebook yke 3apernctpupoBaH MUUIAAP YEITOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEIIEH ILIaHEeThl. MHOTHE IT0JIb30BaTEIIN HE
MOHUMAIOT, YTO WH(OpPMAIHs, pa3MEIICHHasS UM B COIIMAIBHBIX CETIX, MOXKET
ObITh HalileHa W WMCIOJIb30BaHA KEM YTOJHO, B TOM YHCJIE HE 0053aTeIbHO C
OJIaruMu HaMEPEHUSIMHU.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COIIMAIIBHBIX CETSIX:

1. Orpannyb cMCOK Apy3ei. Y TeOs B APY3bsSX HE JIOJDKHO OBITh CIy4aWHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3amumiail cBOIO 4YacTHYIO ku3Hb. He ykasbiBail maponu, tenedoHbI, aapeca,
JaTy TBOETO POXKACHUS WU APYTYIO JTUYHYIO HHPOPMANUIO. 3JI0yMBIIIICHHUKA
MOTYT HCIIOJIb30BaTh Jake WHGOPMAIMI0 O TOM, KaK Thl W TBOU POJUTETH
IJIAHUPYETE IPOBECTH KAaHUKYIIBI;

3. 3amuinai CBOIO pernyTaluyio - JAEpKH €€ B YUCTOTE U 3ajaBail cebe BOIpOC:
xoTen OBl Thl, YTOOBI JPYTHE IIOJH30BATEIN BHJEIH, YTO THI 3arpykaciib?
[Toxymaii, mpesk/ie YeM 4TO-TO ONMyOJUKOBATh, HAIUCATh U 3aTrPy3UTh;

4. Ecnu TBI TOBOpHIIb C JIOJBMH, KOTOPBIX HE 3HACllb, HE HCIOJb3YH CBOE
peagpbHOEe UMS U JIPYTYIO JUYHYIO WH(OpMAIUU: UMS, MECTO >KHTEIIbCTBA, MECTO
y4eObl U poyee;

5. U3Geraii pasmemenus ¢otorpaduit B MuTepHeTe, rae Thl m300paxeH Ha
MECTHOCTH, IO KOTOPOI MOKHO OTIPEEIUTh TBOE MECTOTIOJIOKECHHE;

6. Ilpu perucrtpanuu B COIHAIBHONW CETH HEOOXOIUMO HCIOJB30BATh CIIOKHBIC
MapoJIu, COCTOSIINE 13 OYKB U UG U C KOJUIECTBOM 3HAKOB HE MEHee §;



7. dns conumanbHOW CETH, MOYTHl M JAPYTHX CAaWTOB HEOOXOAMMO HCIOJb30BaTh
pazHble maponu. Torjga eciu TeOs B3JIOMAalOT, TO 3JIOYMBINUICHHUKHA MOJydat
JOCTYT TOJBKO K OJTHOMY MECTY, & HE BO BCE Cpasy.

DIEKTPOHHBIE IEHBI U

ONeKTpOHHBIE JEHBIM - OTO OYEHb YJIOOHBIM CHoco0 IUIaTexel, OJHAKO
CYILLIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH ICHBIH.

ONEKTPOHHBIE JIEHBIW IMOSBHIMCh COBCEM HENABHO M HMMEHHO H3-3a ATOTO BO
MHOTHX T'OCYAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKITMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, TJIE WX
pa3zeNsaoT HA HECKOJIBKO BUIOB - aHOHUMHBIE U HE aHOHUMHbIE. PasHuIa B TOM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pellIaeTcs MPOBOAUTH Omepalnuu 0e3
UACHTU(UKAIINY TT0JIH30BATEIsI, @ B HCAHOHUMHBIX WIACHTU(MUKAIUS TTOTH30BaATEISA
SBIISIETCS] 00S3aTEIHHOM.

Taxke ciemyer pasnuyarh  JJEKTPOHHbIE  (UaTHBIE  JACHBIM  (paBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M DJIEKTPOHHbIE He(dUaTHBIE JCHBIM (HE PaBHBI
roCyJapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe ¢ IICKTPOHHBIMU JIEHbIAMU:

1. IlpuBsku K cuery MOOWIBHBIA TenePoH. DTO camblii yIOOHBIA M OBICTPBIN
Croco0 BOCCTaHOBUTH JOCTYN K cuery. lIpuBsizanHbli TeaedOH MOMONKET, €CIH
3a0y/ielib CBOM IJIATEKHBIA Mapoib WM 3aiijielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnonme3yin opHopa3zoBbie mnaposu. Ilocne mnepexoga Ha yCHIICHHYIO
aBTOpHU3alMI0 TeOe yke He OyleT yrpoKaThb ONACHOCTh KpakM WJIM IepexBaTa
IJIATEKHOTO MapOJIs;

3. BeiOepu cnoxubli mapois. [IpectynHukaMm OyneT He MPOCTO yrajaTh CIOXKHBIN
napoiib. HanexxHbie maposiu - 3T0 maposid, KOTOpbIE COAEpPKAaT HE MEHEE 8 3HAKOB
U BKJIIOYAIOT B ce€0s CTPOYHBIE W TMPOMHCHBIC OYKBBI, IMUMPHI U HECKOIBKO
CUMBOJIOB, TaKHME€ KaK 3HaK JoJiapa, (QyHTa, BOCKJIMIIATENbHBIA 3HAK W T.II.
Hanpumep, $tROng!;;

4. He BBOJIM CBOM JINUHBIE JJAHHBIE HA CaliTaX, KOTOPHIM HE 1OBEPSIEIIb.
DNEeKTpOHHAs MOYTa

ONEeKTpOHHAs MOYTa - 3TO TEXHOJOTHUA W MPEIOCTaBISIEMBbIE €K YCIYTrd IO
MIEPECHUIKE U MOJTYUYEHHUIO AIEKTPOHHBIX COOOIIEHUHN, KOTOPBIE PACTIPEICIISIOTCS B
KOMMBIOTEpHOU ceTh. OOBIYHO HJIEKTPOHHBIM MOYTOBBIA SIIIUK  BBITJISIUT
CJIeIyIOIUM 00pa3oM: UMsI_TOb30BaTeNsi(@umMs_JomeHa. Takxe Kpome nepeaadu
MIPOCTOT0 TEKCTA, UMEETCS BO3MOKHOCTh MIEpeiaBaTh (pailibl.

OCHOBHBIE COBETHI 110 OE30IMaCHOM pabOTe C MIEKTPOHHOM MOUTOM:

1. Hago BeIOpaTh mpaBWIbHBIN MOYTOBBIA CepBUC. B MHTEpHETE €CTh OrpOMHBIN
BBIOOp OECIIaTHBIX IMOYTOBBIX CEPBUCOB, OJIHAKO JIy4llle JIOBEPSATH TEM, KOTO
3HACIIb U KTO MEPBBIM B PEUTHUHTE;

2. He yka3piBaii B JNHYHOW MoYTe JUYHyI0 HHbopmarmio. Hampumep, myurie
BbIOpaTh "My3bIKanbHbIN  (panat@" wium "pox2013" Bmecto "temal3";

3. Wcnonb3yil NBYXATAlHYIO aBTOPU3AILMI0. DTO KOT/a MOMUMO MapOisi HYXKHO
BBOJUTH KOJ, MPUChLIaeMblii 0 SMS;



4. Beibepu CIIOKHBIN Maposib. J{J1s1 KaXa0T0 TMOYTOBOTO SITUKA TODKEH OBITh CBOU
HAJICKHbIM, YCTOMYHUBBINA K B3JIOMY T1apOJIb;

5. Ecnu ecTb BO3MOXXHOCTh HAIMCAaTh CAMOMY CBOM JIMYHBIM BOIIPOC, MCIOJIb3YH
3Ty BO3MOXKHOCTB;

6. Mcronp3yil HECKOIBKO MOYTOBBIX SIIUKOB. IIepBhIil 151 4aCTHOW MEPENMUCKHU C
aapecaTaMy, KOTOPBIM Tbl JOBEpSACIIb. JTO DJIEKTPOHHBIM aJpec HE HAlI0
UCITI0JI30BATh NIPU PEruCcTpaliui Ha (opyMax u cailTax;

7. He oTkpbiBaii ¢ailsibl U ApyTUE BIOKEHUS B MHCbMaX, JIaXe €CIH OHH MPHILLIIH
OT TBOMX Jpy3ei. JIyule yTouHu y HUX, OTIIPABIISUIM JIM OHU TeOe 3TH (ailibl;

8. Ilocne oxoHuUaHus1 pabOTHI HA MMOYTOBOM CEPBHUCE IMEPE] 3aKPhITHEM BKIIAJKU C
caiiToM He 3a0yJp HaXaTh Ha "BeiidTu".

KuGepOymauHr uinm BUPTyaIbHOE U3IE€BATEIBCTBO

KuGepOymauHr - mpecienoBaHHE COOOIIEHUSMH, COJEPXKALIUMH OCKOpOJIeHUS,
arpecculo, 3aryruBaHue; XyJIuraHCTBO; COIIMAIbHOE OOMKOTUPOBAHUE C MTOMOIIIBIO
PAa3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOEPOYILITUHTOM:

1. He 6pocaiics B 6oii. JIyumuii crmoco0: MocoBeTOBaThCA Kak ce0s BECTH U, €CIIU
HET TOT0, K KOMY MOXHO O0OpaTUThCs, TO BHAYajIe YCIIOKOUThCSA. Eciiu Thl HauHEIIIb
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJILKO €Ile OOJIbIIE Pa30xKKEIlb
KOH(DITUKT;

2. Ynpasnsii cBoel kubeppernyTauue;

3. AHOHUMHOCTbH B ceTd MHHMasi. CylecTBYIOT ClIOCOOBI BBIICHUTh, KTO CTOUT 3a
AHOHHMHBIM AKKayHTOM;

4. He crouT BecTHM XYJIUTaHCKUWA o00pa3 BHUPTyaldbHOW >Ku3HU. HWHTEpHET
(buKcUpyeT Bce TBOM JEUCTBHS M COXpaHSET UX. YJAIUTh UX OyIeT KpaiiHe
3aTPYAHUTEIBHO;

5. Cobiroait CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOJY;

6. Urnopupyit enuandHbld HeraTuB. OMHOPA30BbIE OCKOPOUTEIBHBIC COOOIICHHS
Jy4iie UrHopupoBath. OOBIUHO arpeccus MpeKpaaeTcs Ha HadyaabHON CTa/Iuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHHUSIMH, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTH OJOKHMPOBKH OTIPABKUA COOOIIECHUH C
OIPENIECIICHHBIX aJPECOB;

8. Ecnmu Th1 cBumerenp kuOepOyinmuHra. TBOM JEHCTBUS: BBICTYNUTH MPOTUB
IpecieaoBaTens, MOKa3aTh €My, YTO €ro JEWCTBUS OLICHHBAIOTCS HEraTUBHO,
NOJAJIEPXKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTMYECKas MOMOUIb, COOOLIUTH
B3pOCJIBIM O (PaKTE€ arpeCCUBHOTO MOBEJACHUS B CETH.

MoO6unbHbIN TenehoH

CoBpemenHble cMapThOHBI U TUIAHIIETHI COJEpkaT B ceOe BIIOJHE B3POCIbIN
GbyHKIIMOHAT, W TeNmepb OHU MOTYT KOHKYPHUpPOBaTh CO CTallMOHAPHBIMU
KoMIibroTepamMu. OHAKO, CPEACTB 3aAIIUTHI JIJIs1 TTOJJOOHBIX YCTPONUCTB TIOKA OYEHB
Masio. TecTWpoBaHWE W TIOMCK YS3BUMOCTEM B HHUX HPOUCXOAUT HE Tak
MHTEeHCHBHO, Kak 11 [1K, To ke camoe kacaeTcss 1 MOOMIIbHBIX MPUITOKCHHUT.
CoBpeMeHHbIE MOOWIBbHBIE Opay3epbl YK€ NPAKTUYECKH JOTHAIM HACTOJbHBIC
aHaJIOTH, OJHAKO pacHmupeHue (yHKIMOHAIA BIJIEYET 3a CO0O0M OOJBIIYIO
CJ0>KHOCTb U MEHBIIIYIO 3aIIUIICHHOCTb.



Jlaneko He Bce NPOU3BOAUTENM BBITYCKAIOT OOHOBJICHHUS, 3aKPBIBAIOIINE
KPUTHYECKHUE YS3BUMOCTH JIJIsI CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MaCHOCTH MOOMIBHOTO TeleoHa:

Huyero He sBisieTcst mo-HacToseMy OecriaTHbIM. Byib ocTOpoKeH, BeAb Koraa
Tebe mpejuiaraloT OECIUIATHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IJIATHBIE YCIIYTH;

Hymaii, mpexse uem ornpaButb SMS, ¢doTo miu Bujaeo. Thl TOUHO 3HAEIIb, TJE
OHHU OYJyT B KOHEYHOM UTOTE?

Heobxoammo 0OHOBIIATH OMEPAITMOHHYIO CHCTEMY TBOETO cMapTdhOHa;

Hcnonp3yit aHTUBHPYCHBIE POTPaMMBbI 111 MOOUIIbHBIX TeNe(OHOB;

He 3arpyxail mnpuioKeHus OT HEHW3BECTHOIO HCTOYHHKA, BEAb OHU MOTYT
COJZIEp>KaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECTICUCHHUE;

[Tocne TOro Kax ThI BBIIACIIB C CaifTa, TJIe BBOAMII JHUYHYI0 HH(POPMAIUIO, 32l B
HACTPOWKH Opay3epa u yaanu cookies;

[lepuonnueckn mpOBEPs, KakWe IUIATHBIE YCIYyTM AaKTHBUPOBAHBI HAa TBOEM
HOMEpE;

JaBaii cBOIl HOMEp MOOMJIBHOTO Tene(OHa TOJIBKO JIFOJSM, KOTOPBIX Thl 3HACIIb U
KOMY J1OBEpsICILIb;

Bluetooth nomkeH ObITH BBIKIIIOYEH, KOTAa Thl UM He mHoJb3yelibes. He 3a0biBait
WHOTI' 1A IIPOBEPATH 3TO.

Online urpsi

CoBpeMEHHBIE OHJAWH-UTPBI - ATO KPACOYHBIE, 3aXBATHIBAIOIIUE Pa3BICUYCHUS,
OOBEAUHSIONINE COTHU ThICAY YEJIOBEK MO Bcemy Mupy. Wrpoku wuccinemayrot
JAHHBI UM MUp, OOLIAIOTCA JIPYT C APYTOM, BBIMOJHSIOT 3aJaHusl, CPAKAOTCS C
MOHCTPaMH M TOJYyYarOT ONBIT. 32 YAOBOJBCTBUE OHHU IUIATAT: MOKYHAKOT JIHCK,
OIUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAaKUE-TO OMLHUU.

Bce 3tn cpencrtBa MayT Ha MOJAEP)KAHWE M PAa3BUTUE WUIPBI, a TAKXKE Ha caMy
0€30I1aCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3ALIMU, BBIITYCKAIOTCS HOBBIE
naTuu (UQpPOBbIE 3aIIaTKU AJI IPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B mogoOHBIX urpax CTOMUT omacarbcs HE CTOJBKO CBOMX CONEPHUKOB, CKOJBKO
Kpa)ki TBOET0 NapoJisi, Ha KOTOPOM OCHOBAaHA CUCTEMa aBTOPU3aLMU OOJBIINHCTBA
Urp.

OCHOBHBIE COBETHI 110 0€30IIaCHOCTH TBOETO UTPOBOTO aKKayHTA:

1. Ecau npyroifi urpok BefeT ceOsi MIOX0 WM co37aeT Te0e HEMpUSTHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Iloxanyiicss aIMHUHUCTPATOpaM WIPbl Ha ILIOXO€ NOBEAEHUE 3TOTO HWIPOKA,
YKEJIATEJIbHO IPUJIOKUTHh KAKHE-TO JI0KA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3biBail muuHyto nHGopMaluio B mpodaiiiie urpsr;

4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuIMaabHbIC TATIYH U MOJIBI;

6. Mcrionb3yil CII0KHBIE U Pa3HbIE ApOJIH;

7. Jlaxe BO BpeMs UT'Pbl HE CTOUT OTKJIIOYATh aHTUBHPYC. [1oka Tl urpaems, TBOU
KOMIIBIOTEP MOT'YT 3apPa3UTh.

OUIIUHT WIH KpaXa JIUYHBIX JaHHBIX



OObIYHOM Kpakell JIeHer M JTOKYMEHTOB CETOJIHS Yy>K€ HMKOTO HE YAHBHIIb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJIOTUHN 3JI0YMBIIIJIEHHUKHA MEPEMECTUIIMCh B UHTEPHET,
U TIPOJIOJKAIOT 3aHUMAThCS " TFIOOUMBIM'" 1CJIOM.

Tak mosiBuIach HOBasi yrpo3a: MHTEPHET-MOILIEHHUYECTBA WM (DUIIUHT, TjaBHas
1HeJdb  KOTOPOrO  COCTOMT B TIONYYEHUM  KOHPUACHIMAIBbHBIX  JAHHBIX
MOJIb30BaTENEeH - JTOrMHOB U maposieil. Ha anrnmiickom si3bike phishing yurtaercs
kak ummHr (0T fishing - peiOHas 0B, password - mapoJsb).

OCHOBHBIE COBETHI 110 00pbOE C PUIIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Tbl 1mojo3peBaelb, 4TO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHUpOBaTh €€ U COOOIIUTH aIMUHHCTpATOpam
pecypca 00 3TOM KaK MOYKHO CKOPEE;

2. Hcnonw3yili OezomacHble BeO-CaliThl, B TOM YHCIE, WHTEPHET-Mara3uHOB U
MIOMCKOBBIX CHUCTEM;

3. Ucnonb3yit cnoxkHble U pa3Hble napoiau. Takum oOpa3om, eciu Te0s B3I0OMAIOT,
TO 3JIOYMBIIIJIEHHUKHU TOJy4YaT JOCTYII TOJBKO K OJTHOMY TBOEMY IIPO(DUIIIO B CETH,
a HE KO BCEM;

4. Ecnu Tebst B31OMalIN, TO HEOOXOAMMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE€ J00aBJiEHbI Y T€OS B JPY3biX, O TOM, 4TO T€Os B3JIOMAJU U, BOBMOXHO,
OT TBOETO UMEHHU OYJET pacChlIaThCsl CIIaM U CChUJIKM Ha (PUILMHIOBHIE CANUTHI;

5. YcranoBu HaaexHbid napois (PIN) Ha MOOMIBHBIN TEne(OH;

6. OTKJII0UM COXpaHEHUe Maposis B Opaysepe;

7. He oTkpbIBaii (haiiabl U APYyTHUE BIOKEHHS B MUCbMaX, TAK€ €CJIM OHU MPUILLIH
OT TBOUX Jipy3ei. Jlydllle yTouHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (Hailbl.
[Mudposas penyrauus

[MudpoBast permyranus - 3T0 HETaTUBHAS WU MO3UTHBHAs WHGOpPMAIUS B CETH O
tebe. Kommpometupyromass uHpopMaiusi, pa3MelieHHass B UHTEPHETE, MOXKET
CEpbEe3HBIM 00pa30M OTpPa3UThCS Ha TBOeH peanbHOM xu3HU. "Lludposas
penytanus" - 5T0 TBOW UMUK, KOTOPBIN (popmupyercs u3 nadopmaiuu o tede B
UHTEpPHETE.

TBOe MeCTO XKHUTENbCTBA, y4eObl, TBO€ (PUHAHCOBOE IOJOKEHUE, OCOOCHHOCTHU
XapakTepa M paccKkasbl 0 OJIM3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mOAPOCTKH JIETKOMBICICHHO OTHOCATCA K IMyOJUKalUKd JIMYHOM
uHdopmaruu B MHTEpHETE, HE MOHMMAsT BO3MOXKHBIX TMOciencTBuil. Thl maxe He
CMOXeEITb J0TagaThcsi 0 ToM, 4yTo doTorpadusi, pa3MeileHHas 5 JIeT Ha3ajl, cralia
NPUYMHON OTKAa3a MPUHATH T€0S Ha paldoTy.

KoMmMmeHTapuu, pasmelieHue TBouX (oTorpapuil U Apyrue ACUCTBUS MOTYT HE
MCYE3HYTh JaKe TOCTIE TOTO, KaK Thl UX YAAIWIIb. Thl HE 3HACIIb, KTO COXPAHMI
3Ty HH(OpMaIHIO, IToNajia I OHa B IOUCKOBBIE CUCTEMBI M COXPAaHWIIACh JIU OHA, a
TJIABHOE: YTO TOAYyMArOT O Te0e OKpY)KaroIue JIOIN, KOTOPhIe HAMAYT M YBHISAT
sTo. Haiitn mHpOpMAIMI0 MHOTO JIET CIYCTS CMOXET JI000M - Kak U3 J0OpBIX
noOyXJeHUI, TaK M C HaMEpPEeHHEM MPUYUHUTH BpeA. DTO MOXKET OBbIThb KTO
YTOIHO.

OCHOBHBIE COBETHI TI0 3aIIUTE U(PPOBOM pEmyTaIUU:

1. [Tomymaii, mpexie 4em 4To-To MyOJUKOBAThH U epeaaBaTh y ceOst B 010re Ui B
COIIMAJIbHOM CETH;



2. B HacTpoiikax npo@uiisg yCTaHOBH OTPaHUUYEHUSI Ha TIPOCMOTP TBOETO Mpodus
1 €T0 COAEPKUMOTr0, CAEIal ero TobKO "1is apy3ei”;

3. He pa3smemail u He yka3biBail HMH(OpPMALNIO, KOTOpas MOXKET KOro-imdo
OCKOPOJIATH UJIH OOMKATh.

ABTOpCKOE IIPaBoO

CoBpeMEHHbIE IIKOJIbHUKU - aKTUBHBIE MOJIB30BATENN LU(PPOBOTO IMPOCTPAHCTBA.
OnHaKo Jalleko HE BCE 3HAIOT, YTO IOJIb30BAHHE MHOTMMH BO3MOKHOCTSIMU
muppoBoro mupa TpedyeT COONMIOJEeHUS TMpaB Ha  HUHTEUICKTYaJIbHYIO
COOCTBEHHOCTb.

TepmuH "HHTEIIEKTyalIbHAsI COOCTBEHHOCTB" OTHOCUTCS K Pa3JIUYHBIM TBOPEHUSIM
YEJIOBEYECKOr0 yMa, HauMHasi ¢ HOBBIX M300PETEHH M 3HAKOB, 0003HAYAIOIIHMX
COOCTBEHHOCTh Ha MPOAYKTHI U yCIYTH, U 3aKaHYMBasi KHUTaMH, GororpapusimMu,
KUHO(DUIBMAMH U MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpcKHME TMpaBa - 3TO IIpaBa Ha HHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IPOU3BENICHUS HAYKH, JTUTEPATyphl U UCKyCcCTBA. ABTOPCKHE MpaBa BBICTYNAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYaJbHBIN/TBOPUECKUM TPy aBTOpa HE
OyAeT HampacHbIM, JacT €My CIpaBeJIMBbIE BO3MOXKHOCTU 3apaboTaTh Ha
pe3ysibTaTax CBOEro TpyAd, MOJYyYUTh W3BECTHOCTh WU mNpu3HaHue. Hukro 0Oe3
paspemieHuss aBTOpa HE  MOXET  BOCIHPOHU3BOAMTH €r0  IPOU3BEACHHE,
pacnpocCTpaHsiTh, MyOJIWYHO JEMOHCTPUPOBaTh, IpPOJaBaTh, HMIIOPTHPOBATH,
MycKaTh B MPOKAT, MyOJIMYHO HCIIONHSTH, MOKA3bIBATH/UCIIONHATE B dQUpPE HIU
pasmemats B MHTEpHETE.

Hcnonb3oBanue '"mupaTckoro" mporpaMMHOro oOecreyeHusi MOXKET MPUBECTH K
MHOTHUM PHCKaM: OT TIOTE€PH JaHHBIX K TBOMM aKKayHTaM JI0 OJOKHPOBKU TBOETO
YCTPOMCTBA, TJ€ YCTAaHOBJIEHA HejlerajgbHas mnporpamMma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JErajbHble M O€CIIaTHbIE MPOTpamMMbl, KOTOpPbIE
MOYKHO HalTHU B CETH.

O noptaine

CereBUYOK.p( - TBOH TJIaBHBIM COBETYMK B CETU. 3]I€Ch Thl MOXEIIb Y3HaTh O
0€30MacCHOCTH B CETH TMOHSATHBIM U JOCTYIHBIM SI3bIKOM, @ MPU BO3HUKHOBEHUU
KPUTHYECKON CUTyallUd OOpAaTUTHCSA 3a COBETOM. A TaKKe NPUHATH y4acTue B
KOHKYpCax U CTaTh CAMbIM IIU(PPOBBIM IpaskJaHUHOM !



